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QUYET DINH 
Ve vi0 dam boo an toan, an ninh thong tin thut)c linh vtyc cong nglq 

thong tin trong host Ong cua cac ca quan nha ntr&c teen dia ban huy0. 

IA( BAN NHAN DAN HUYtN BONG SON 

Can cu LuatT8 chirc Chinh quyen dia phuang ngdy 19/6/2015; 

s  Can dr Nghl dinh 64/2007/ND-CP ngay 10 thong 4 nom 2007 dm Chinh 
phil ye irng dung cong nghe thong tin trong hog dOng cua ca quan nha nuac. 

Xet de nghi cua Phong Van hod va Thong tin huyen, 

QUYET DINH: 

Dieu 1. Ban hanh kern theo Quyet dinh nay Quy the dam boo an toan, an 
ninh thong tin trong hog &Ong irng dung cong nghe th8ng tin trong khoi ca quan 
nha nuov huyen Dong San. 

Dieu 2. Quyet dinh nay c6 hieu luc ke tir ngay ky 

Chanh Van phong HDND-UBND huyen, Thd truang cac don vi c6 lien 
quan; Chu tich UBND cac xa, thi tan va cac to chuc, ca nhan c6 lien quan chiu 
trach nhiem thi hanh Quyet dinh nay. 

Noi 
- Nhu di&I 2; 
- UBND tinh Thanh Hod; 
- So' Thong tin va Truy'en thong Thanh Hod; 
- TT Hu30 uji -UBND huy'n; 
- Luu VT,VHTT. 



IA? BAN NHAN DAN 
HUYEN BONG SON 

coNG HOA xA HOI CHU NGHIA VIET NAM 
Dec lap — Ty' do — Ilynh plrac 

Dong San, ngay alp thcing  9  nom 2016 

   

QUY CHE 
Ve viec dam boo an toan, an ninh thong tin thuec linh vIrc cong nghe 

thong tin trong hoyt Ong cua cac co• quan nha nuirc tren dia ban huyen 
(Ban hanh kern theo Quyk clinh s'J.15,35/Q-D-UBND 

ngay0..thang  ..9..  nein? 2016 ezia Chfc tich UBND huyOn Dong San) 

Chuang I 
QUY DINII CHUNG 

Dieu 1. Phym vi dieu chinh va doi turyng ap dyng 

1. Quy the nay quy dinh ve cong tac dam boo an toan, an ninh thong tin 
trong hoot dOng ung dung cong nghe thong tin dia cac ca quan nha nuac, don vi 
su nghiep cua UBND huyen Dong San (sau day g9i tat la co quan). 

, 2. Quy the nay &roc ap dung d6i voi cac cac to chirc, nhan lien quan 
den an toan, an ninh thong tin trong cac ca quan nha nuac, don vi su nghie'p cua 
UBND huyen Dong San. 

Dieu 2. Myc Bich, nguyen tic dam boo an toan thong tin 
1. Viec ap dung Quy the nay nham giam thieu duce cac nguy co gay mat 

an toan thong tin va dam boo an ninh th6ng tin trong qua trinh ung dung cong 
nghe thong tin trong hog d6ng cua cac co quan. 

2. Cac hog &Ong ung dung cong nghe thOng tin phai tuan theo nguyen tac 
dam boo an toan thong tin &roc quy dinh tui Dieu 41, Nghl dinh 64/2007/ND- 
CP ngay 10 thong 4 nom 2007 cua Chinh phu ye ung dung cong nghe thong tin 
trong hoot d6ng dm co quan nha nu&c. 

Chuang H 
QUY DINH DAM BAO AN TOAN THONG TIN 

Dieu 3. Ye quan 157 can be, cong chit.; vien chtic va ngtriri lao Ong 
1. Cac co quan phai xay dung cac yeu eau, trach nhiem dam boo an toan 

thong tin doi vai timg vi tri cong yiec. Truck khi tiep nhUsn than su, cac co quan 
phai kiem tra kha nang dap *rig cac yeu cau ye an toan thong tin cila nhan su 
moi. Trong cac h9p dong lao dOng, phai co cac dieu khoan ye trach nhiem dam 
boo an toan thong tin. 

2. Cac co quan phai thu6ng xuyen to chirc quan triet cac quy dinh ye an 
toan thong tin, nham nang cao nhan thirc ye trach nhiem dam boo an toan thong 
tin cila tirng ca nhan trong ca quan. 



3. Huy tai khoan, quyan truy cap cac he; thong thong tin, thu hii lai tat ca 
cac tai san lien quan tai he thong thong tin (Ichod, the nhan ding, thu muc luu 
tit thu dien tir, may vi tinh, ...) 	vii cac ca. nhan nghi viec, chuyen ding tic. 

Dieu 4. Quan ly phong may chi' 
1. Cac thiet bi mang quan tong nhu Mang lira (firewall), thiet bi dinh 

tuyan (router), he thOng may 	phai dirge dat trong phong may chii va c6 
cac bien phap bao ve, ngan chin xam nhap trai phep vac) phong may chii. 

2. Phong may chi' cua cac ca quan IA khu vgc han the flap can va dugc 
dugc lap dat N thong camera giam sat. Chi nhitng nguai c6 trach nhiem theo 
quy dinh cua thii truing ca quan mai dugc phep vao phong may chi'. 

3. Qua trinh vao, ra phong may chii phai dugc ghi nhan vao nhat ky quan 
ly phong may chii. 

4. Phong may chii phai c6 he thing km dien du cong 
co 

va duy tri thai 
gian hoat dOng 	cac may chii thieu 15 phut khi c6 sg co mat dien. 

Dieu 5. Phong cheng ma do, c 
1. Tat ca cac may tram, may chii ,phai dirge trang phan pain phing 

ching ma dOc. Cac phan mem phong chong ma dOc phai dugc thiet lap the dO 
to Ong cap nhat; che dO to Ong quet ma dOc khi sao chap, mar cac tap tin. 

2. Cac can b0, cong chirc, vien chirc va nguai lao Ong trong Ca quan phai 
doge huong dan ye phong ching ma d0c, cac rui ro do ma dOc gay ra; 'thong 
dugc toy cai dat hoac ga bo cac phan mem tren may tram khi chua c6 sir ding y 
cua ngugi c6 tham quyen theo quy dinh cua ca quan. 

3. Tat ca cac may tinh cua dan vi phai dugc cAu hinh nham vo hieu hoa 
tinh nang to dOng thgc thi (autoplay) cac tap tin tren cac thiet bi km tit di dung. 

4. Tat ca cac tap tin, thu muc phai dugc quet ma dOc truck khi sao chap, 
sir dung. 

5. Khi phat hien ra bat kY dau hien nao lien quan clan viec bi nhigm ma 
dOc ten may tram (vi du: may hoat dOng cham bat thuang, canh bao tir phan 
mem phong chong ma d0c, mat du lieu,...), nguai sir dung phai tat may va bao 
trgc tiep cho b0 phan c6 trach nhiem cua dan vi de xir 1S/. 

Dieu 6. Sao liru dir lieu du phong 
, 1. Cac du lieu quan tang 	ca quan phai duge sao luu, bao Om: thong 

tin cau hinh cua he th6ng mang, may chii; phan mem img dung va ca so du lieu; 
tap tin ghi nhat 

2. Cac ca quan phai lap Ica hoach va thgc hien sao luu du lien phi' hgp von 
diau kien cua tong ca quan, dam bao khA nang phuc hii du lieu khi c6 six co xay 
ra. 

Dieu 7. Quin ly thiet bi tuirng lira 
1. Cac ha tang cong nghe thong tin phai dirge trang bi Wang lira de ngan 

chin va phat hien cac xam nhap trai phep vao mang nOi b0. 



2. Nhat ky hog dOng cua thik bi twang lira phai dtroc ltru gift an toan de 
phuc cong tac khao sat, dieu tra khi c6 sr , xay ra. 

Dieu 8. Quan 157 nh'fit k5,  trong qua trinh van hanh cac hg tilting thong 

1. Cac co quan phai thuc hien viec ghi nhat ky (log) ten cac thik bi mang 
may tinh, phan mem img idling, he dieu hanh, co se( du lieu nham dam bao cac 
sit kien quan tr9ng xay ra tren he th'6ng &roc ghi nhan va ltru 

2. Cac nhat 4 nay phai dugc bao ve an toan nham phuc vu cong tac kiem 
tra, phan tich khi can thiet. 

3. Cac sit kien t6i thiu can phai duoc ghi nhat 14r g6m: qua trinh dang 
nhap he thong; tap, cap nhat hoac xoa cid lieu; cac hanh vi xem, thiet lap cau 
hinh he th6ng; viec thiet lap cac ket not bAt thuong vao va ra he thong; thay doi 
quyen truy cap he thong. 

4. Thuong xuyen thuc hien viec theo doi ban ghi nhat ky cua he th6ng va 
cac sr kien khac c6 lien quan de danh gia, bao cao cac rui ro va mirc dO nghiem 
tr9ng cac rui ro do. 

Dieu 9. Quan 157 truy cap 
1. Cac quy dinh ve quan 157 truy cap vao he thOng thong tin, mang may 

tinh, thi6t bi, phan mem ung dpng cua don vi phai duoc quy dinh chi tiet va to 
chirc thuc hien nghiem Mc, phi' hop voi cac quy dinh cua phap luat v• an toan 
thong tin. 

2. Moi tai khoan truy cap cac he thong thong tin chi &roc cap cho mot 
ngtroi quan 13", va sir dung. 

3. MO'i can b0, cong chirc, vien chirc va nguoi lao dOng chi &roc phep 
truy cap cac thong tin phit h9p \Teri chirc nang, trach nhiem, quyen han cua minh, 
c6 trach nhiem bao mat tai khoan truy cap thong tin. 

4. Cac he th6ng thong tin can gied han s6 lAn dang nhap sai lien tiep vao 
he th6ng. He th6ng to dOng khoa tai khoan trong mot khoang thai gian that dinh 
tru6c khi tier) tuc cho dang nhap neu lien tpc dang nhap sai vu9t qua s6 lan quy 
dinh. 

5. TAt ca may tram, may chit phai duoc dat mat khdu truy cap va thik lap 
ch6 d6 to dOng bao ve man hinh sau 10 phitt khong sir dung. 

6. Khi thie't lap mang khong day trong not b0 don vi, phai dat mat khdu 
truy cap vao mang khong day va chi cho phep truy cap Internet. 

7. Mat khau dang nhap vao cac he th6ng thong tin phai co d6 phirc tap cao 
(co d6 dai t6i thi6u 8 14 tit, co ky to thuong, kSi to so va ky to dac biet nhu !, @, 
#, $, %,...) va phai &roc thay dOi it that 3 thang/lan. 

Dieu 10. Quin 157 sir co 
1. Phan loaf mire dO nghiem tr9ng cua cac sit co, bao gOm: 

tin 



a) Thai): su c6 gay anh huong nhan va khong 	gian clop hay dinh 
tre hog &ling chinh 	co quan; 

b) Trung binh: su cO anh huang den met nhom nguei dung nhung khong 
gay gian doan hay dinh tre hoat d'eng chinh 	don vi; 

c) Cao: su ce; lam cho thiet bi, phan mem hay he thong khong the sir dung 
clugc va gay anh liming den met trong cac hog Ong chinh dm co quan; 

d)Khan ca'p: str c6 .anh hueng den su lien tuc 	nhieu hog deng chinh 
co quan. 

2. Khi có su c6 ho4c nguy co mat an toan thong tin thi lanh don vi 
phai chi dao kip thei de khac phuc va han che thiet hai, bao cao bang van 
ban cho co quan cap teen truc tiep quan va Se Thong tin va Truyen thong. 

3. Tnreng hop có su c6 nghiem tong mirc de cao, khan cap ho4c \mot 
qua kha nang khac phuc dm don vi, lath dao don vi phai bao cao ngay cho ca 
quan cap tren quan true tiep va Se Thong tin va Truyen thong de dugc huang 
dan, ho trg. 

Dieu 11. Cfic hanh vi bi nghiem cAm 
1. Tao ra, cai d'at, phat tan vi rut may tinh, phan mem d'ec hai trai phap 

luat. 
2. Xam nh4p, sira 	xoa be nei dung thong tin dm co quan, cd than 

khac. 
3. Can tr& hoat deng cung cap dich vu dm th6ng thong tin. 
4. Ngan chan viec truy nhaP den thong tin dm co quan, nhan khac tren 

moi trtthmg mang, trir truong hop phap luat cho phep. 
5. Be khoa, tem cap, sir dung m4t khau, khoa m'at ma va thong tin dm co 

quan, cd nhan khac ten moi trueng mpg. 
6. Hanh vi,khac lam mat an toan, bi m4t thong tin dm co quan, than 

khac dugc trao doi, truyen dua, luu tren moi trusmg mang. 

Chiming HI 
TRACH NHItM DAM BAO AN TOAN THONG TIN 

Dieu 12. Trfich nhie:m ciia cfin 	cong 	vien chin va ngtriri lao 
Ong trong cac quan 

1. Trach nhiem cua can be, cong chirc, vien chirc phu trach an toan thong 
tin: 

a) Chiu trach nhiem dam bao an toan thong tin dm don vi; 
b) Tham muu lanh dao co quan ban hanh cac quy dinh, quy trinh nei be, 

trien khai cac giai phap ky thUat dam bao an toan thong tin; 
c) Thuc hien viec giam sat, danh gia, bao cao 	trueng co quan cac 

	

ro mat an toan thong tin va mire de nghiem trong 	cac ro do; 



d)Phei h9p voi cac ca than, don vi c6 lien quan trong viec kiern soat, 
phat hien va khac phuc cac str co an toan, an ninh thong tin. 

2. Trach nhiem dm can b6, cong chirc, vien chirc trong cac co quan, dan 

a) Nghiem tUc chap hanh cac quy dinh, quy trinh not b0, Quy the nay va 
cac quy dinh khac cua phap luat ye an toan thong tin. Chiu trach nhiem dam bao 
an toan thong tin trong pham vi trach nhiem va quyen han dugc giao; 

b)Mili can bo, cong chirc, vien chirc va ngutyi lao d6ng phai c6 trach 
nhiem to van 157, bao quan thiet bi ma minh dugc giao sir dung; khong toy thay 
doi, thao lap cac thiet bi tren may tinh; khon dugc vao cac trang web khong 1.6 
ye not dung; khong tai va cai dal cac phan mem khong ro ngu6n g6c, khong lien 
quan den cong viec chuyen mon; khong nhap chuOt vao cac clung dan 14 khong 
ro ye not dung; 

c) Khi phat hien nguy co hoac sir co mat an toan thong tin phi bao cao 
ngay voi cap tren va b0 phan chuyen trach cong nghe thong tin cua don vi de kip 
thed ngan chan va xir VI; 

d) Tham gia cac chuong trinh dao tao, hOi n4hi ve an toan an ninh thong 
tin do co quan hoac So. Thong tin va Truyen th6ng to chuc. 

Dieu 13. Trfich nhi0i ciia cac dcrn vi, co. quan 
1. Thu truong cac co quan, don vi co trach nhiem to chirc thirc hien cac 

quy dinh tai Quy the nay va chiu tad' nhiem tnroc Uy ban than dan huyen 
trong cong tic dam bao an toan thong tin dm don vi minh. 

2. Phan cong mot b6 phan hoac can bo chuyen trach dam bao an toan 
thong tin dm don vi; tao dieu kien de cac can b6 phu trach an toan thong tin 
dirge hoc tap, nang cao trinh d6 ye an toan thting tin. 

3. Xay dung quy dinh, quy trinh not bo ve dam bao an toan thong tin phil 
hop voi Quy the nay va cac quy dinh cua phap luat. 

s  4. Ph& h9p, cung cap thong tin va tao dieu kien cho cac don vi CO thAm 
quyen trien khai cong tac kiem tra khac phuc su co xay ra mot cach kip thin, 
nhanh chong va dat hieu qua. 

5. Ph& h9p chat the voi Cong an huyen trong cong tac phong ngira, dau 
tranh, nga'n chan cac hoat d6ng xam ph4m an toan, an ninh thong tin. 

6. Dinh kS,  hang quy, cac co quan, don vi lap bao cao ve tinh hinh an toan 
thong tin va gun ye Phong Van hod va Thong tin. 

Dieu 14. Trach nhi'01 cua Phong Van hofi va Tilling tin huy4 
1. Tham muu Uy ban nhan dan huyen ve cong the dam bao an toan, an 

ninh thong tin tren dia ban huyen va chiu trach nhiem truac Uy ban nhan dan 
huyen trong viec dam bao an toan an ninh cho cac he thong th6ng tin dm thanh 
pho. 

vi: 



2. Hang nam xay dung ke hoach trien khai cong tic dam bao an toan 
thong tin phut vu cho viec van hanh cac he thong thong tin ducyc Uy ban nhan 
dan huyen giao quan 

3. Chu tri, ph6i hqp vai Cong an huyen va cac co quan, don vi lien quan 
to chirc hem tra theo dinh kS,  hoc dOt xuat; kip thin phat hi8n va xis 13"}% theo quy 
dinh cua phap 1u4t doi vai cac co quan, to chat, ca nhan có cac dau hien, hanh vi 
vi pham an toan, an ninh thong tin tren dia ban huyen. 

, 4. Hang nam xay dung va trien khai cac chacmg trinh dao tao chuyen sau 
ye an toan, an ninh thong tin cho lac lucmg dam bao an toan, an ninh thong tin 
cua cac co quan, don vi. 

5. TO chirc cac hOi nghi, hOi thao chuyen de va tuyen truyen ve an toan, an 
ninh thong tin trong cong tac quan ly Nha nuoc. ton dia ban huyen. 

6. T6 chirc that hien viec tiep nh4n va xu ly cac sv c6 ve an toan thong 
tin. 

7. Huang dan, gianisat cac co quan, don vi tren dia ban huyen xay dung 
quy the not 1)0 va thus-hien viec dam bao an toan, an ninh cho he th6ng thong 
tin theo quy dinh cua Nha mrac. 

8. Ring h9p va bao cao ve CA-1h hinh an toan, an ninh thong tin theo dinh 
kST cho So Thong tin va Truyen thortic, 144 ban nhan dan huyen va cac co quan, 
dan vi có lien quan. 

Dieu 15. Trach nhqm efia Cong an huyell 
1. Chu tri, ph6i h9p vai Phang Van hod va Thong tin va cac co quan, don 

vi có lien quan xay dung k8 hoach va chiu trach nhie'm kiem soat, phong ngira, 
dau tranh, ngan ch4n cac loai tai pham lai dung he thong thong tin gay hai den 
an toan, an ninh thong tin trong co quan nha nuac. 

, 2. Ph6i h9p vai cac co quan chirc nang trong trao dOi bin phap ky thu4t, 
kiem tra, danh gia nham dam bao an toan, an ninh thong tin. 

3. Tang cueing cong tac phang ngira, phat hien va tuyen truyen, phe bien 
phap 14't v8 xir ly tai pham trong viec dam bao an toan, an ninh thong tin. 

4. Dieu tra va xir ly cac truOng h9p vi pham phap luat ve an toan, an ninh 
thong tin theo tham quyen. 

5. Thvc hien nhi'em vv bao v8 an toan cac ding trinh quan trong ye an 
ninh quoc gia tren rinh vac cong nghe thong tin. 

Chuang IV 
TO alirC THVC 1141S1 

Dieu 16. Khen thuirng va xir Iy vi pham 
1. Hang nam, Phong Van hod vod Thong tin Oa tren cac dieu tra, bao cao 

cong tac an toan, an ninh thOng tin dm cac co quan, don vi de xac 14 bang xep 
hang an toan, an ninh thOng tin, ten co sey do de xuat Uy ban nhan dan thanh 
pith xem xet khen thuong theo quy dinh hi8n hanh. 



2. Cac ca quan, don vi có hanh vi vi pham Quy the nay tizy theo tinh chit, 
mire d vi pham ma bi xir ly theo quy dinh cua phap ludt hien hanh. 

Dieu 17. Thu trtrong cac don vi, Ban, Nganh huyen, Chu tich Uy ban nhan 
dan cac xa, thi tran chiu trach nhiem to chirc trien khai thvc hien Quy the tai 
don vi minh. 

, Dieu 18. Phong Tai chinh va ke hoach, Van phong HDND-UBND huyen 
phoi hop Phong Van hod va Th8ng tin tru lien bo tri kinh phi thut hien cac 
nhiem vu dam bao an town thong tin cilia huyen. 

Dieu 19. Trong qua trinh,thve hien, lieu co nhfing van de cansira 	WO'sung, sung, de nghi cac dan vi girl ve Phong Van hoa va Thong tin de tong hop, bao 
cao Uy ban nhan huyen xem xet, quyet dinh. 

TM. UY BAN NHAN DAN 
KT. CHU TICH 

CHU TICH 

en Dinh Thong 
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